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Abstract : Password security remains one of the most critical challenges in digital authentication systems. Despite widespread
awareness campaigns, users continue to choose weak and predictable passwords, exposing sensitive data to brute-force and
dictionary-based attacks. This paper presents a machine learning-based framework for analyzing and predicting password strength
using a structured, real-world dataset. We evaluate multiple supervised learning classifiers — including Random Forest, Gradient
Boosting, Support Vector Machine (SVM), and Logistic Regression — trained on engineered features derived from password
characteristics such as length, entropy, character diversity, and pattern frequency. Our experiments demonstrate that all evaluated
classifiers achieve 100% classification accuracy on this dataset, a result attributable to the deterministic nature of the dataset's
labeling scheme, which is directly learnable from structural password features such as length and character class composition.
The study provides insights into which features most strongly correlate with password vulnerability and discusses implications
for improving authentication policies and user-facing strength meters.

Index Terms — Password Strength, Machine Learning, Cybersecurity, Feature Engineering, Random Forest, Gradient Boosting,
Authentication, Password Classification.

I. INTRODUCTION

Authentication mechanisms form the backbone of modern digital security. Among these, text-based passwords remain the
most prevalent form of user authentication across web services, enterprise systems, and mobile applications. Despite their
ubiquity, password-based authentication is frequently exploited due to poor user habits — users tend to select short, predictable,
or previously compromised credentials.

Traditional password strength meters rely on simplistic rule-based heuristics: minimum character count, inclusion of symbols,
and avoidance of dictionary words. Such approaches, while easy to implement, fail to capture the nuanced patterns that distinguish
genuinely strong passwords from those that merely satisfy formal requirements without offering meaningful security.

Machine learning offers a data-driven alternative. By training models on large collections of labeled passwords — annotated
with strength categories based on entropy and exposure in breach datasets — ML classifiers can learn latent structural features
that better predict real-world vulnerability. This paper contributes the following:

* A feature engineering pipeline tailored for password analysis, including entropy calculation, character class distribution, and
n-gram analysis.

» Benchmarking of four supervised classifiers on a curated password strength dataset.

* Interpretability analysis using feature importance scores to identify the most predictive password characteristics.

+ Discussion of practical implications for security policy design and user interface improvements.

Il. RELATED WORK

Password security research has evolved considerably over the past two decades. Florencio and Herley (2007) conducted a
large-scale study documenting prevalent user password habits, revealing the widespread reuse of weak credentials. Weir et al.
(2009) introduced probabilistic context-free grammars (PCFGs) for password cracking, demonstrating that structure-aware
models significantly outperform brute-force approaches.

Melicher et al. (2016) proposed neural-network-based password strength estimators, showing that deep learning models
trained on breach data outperform zxcvbn, the widely used heuristic estimator. More recently, Pasquini et al. (2021) explored
GAN-based password generation for strength testing. Unlike these generative or cracking-centric approaches, our work focuses
on interpretable classification that can be readily deployed in authentication systems.

IJVRA2603728 ‘ International Journal of Versatile Research and Analysis (IJVRA) www.ijvra.org) 596



https://ijvra.org/

g INTERNATIONAL JOURNAL OF VERSATILE RESEARCH AND ANALYSIS (IJVRA) oren Qs
P IIVRA © 2026 IJVRA | Volume 4, Issue 3, March 2026 | ISSN: 2984-8903 | IVRA.ORG

I1l. DATASET DESCRIPTION

A. Data Source

We utilize the publicly available 'Password Strength Classifier Dataset' by Vivek Prajapati, available on Kaggle
(https://www.kaggle.com/datasets/vivekprajapati2048/password-strength-classifier), comprising 669,640 labeled password
entries. Each entry contains a raw password string and a categorical strength label: 0 (Weak), 1 (Medium), or 2 (Strong). The
dataset is released under the CCO Public Domain license, making it freely available for academic research.

Category Label Count Percentage Example Characteristics

Weak 0 89,701 13.4% Short, common words, no symbols
Medium 1 496,801 74.2% Moderate length, mixed case
Strong 2 83,137 12.4% Long, high entropy, mixed charset

table 1: dataset class distribution summary.

B. Preprocessing

Preprocessing steps included: removal of non-printable characters and null entries, deduplication of identical passwords across
classes, normalization of encoding to UTF-8, and stratified train-test splitting (80:20 ratio) to preserve class proportions across
folds.

IV. FEATURE ENGINEERING

Raw password strings cannot be directly ingested by tabular ML classifiers. We extract the following feature set from each
password:

Feature Description Type
Length Total character count Numeric
Shannon Entropy Information entropy of character distribution Numeric
Uppercase Ratio Fraction of uppercase letters Numeric
Digit Ratio Fraction of numeric digits Numeric
Special Char Ratio Fraction of special/symbol characters Numeric
Unique Char Count Number of distinct characters Numeric
Char Class Count Number of distinct character classes used Ordinal

table 2: extracted feature set for password classification.

Shannon entropy is computed as H = -X p(x) logz p(x), where p(x) is the probability of each character in the password. High
entropy values correlate strongly with password unpredictability. Bigram entropy captures sequential dependencies not reflected
in character-level entropy alone.

V. METHODOLOGY

A. Models Evaluated
We train and evaluate four classifiers representative of different ML paradigms:
* Logistic Regression (LR): Baseline linear classifier providing interpretable coefficients.
* Support Vector Machine (SVM): RBF kernel; effective in high-dimensional spaces.
* Random Forest (RF): Ensemble of 100 decision trees with bootstrapped sampling.
* Gradient Boosting (GB): XGBoost implementation with learning rate 0.1, max depth 6.

B. Evaluation Protocol

All models are evaluated using an 80/20 stratified train-test split — 535,711 training samples and 133,928 test samples.
Performance metrics include Accuracy, Precision, Recall, F1-Score (macro-averaged), and AUC-ROC (one-vs-rest).
Hyperparameters are tuned via grid search on the training folds.

VI. RESULTS AND DISCUSSION

A. Classification Performance

All four classifiers achieve 100.0% accuracy, precision, recall, and F1-score on the test set. This perfect classification result
is a direct consequence of the dataset's labeling methodology: the strength labels were generated using a deterministic rule based
on password length and character class composition. Since our engineered features directly capture these same properties, every
model learns the underlying rule perfectly and generalizes without error.

IJVRA2603728 ‘ International Journal of Versatile Research and Analysis (IJVRA) www.ijvra.org) 597



https://ijvra.org/

g INTERNATIONAL JOURNAL OF VERSATILE RESEARCH AND ANALYSIS (IJVRA) mnamess
;_.j’lJVRA © 2026 IJVRA | Volume 4, Issue 3, March 2026 | ISSN: 2984-8903 | ]JVRA.ORG

Model Accuracy Precision Recall F1-Score AUC-ROC

Logistic Regression 100.0% 100.0% 100.0% 100.0% 1.000

SVM (RBF) 100.0% 100.0% 100.0% 100.0% 1.000

Random Forest 100.0% 100.0% 100.0% 100.0% 1.000

Gradient Boosting 100.0% 100.0% 100.0% 100.0% 1.000

table 3: test set performance comparison across classifiers.

Importantly, the 100% accuracy does not imply that these models would perform equally well against adversarial or real-
world password attacks, where human behavioral patterns, personal information substitution, and targeted guessing strategies
introduce complexity not captured in the dataset labels. The results do confirm, however, that the engineered features completely
encode the information used to assign strength labels, making the classification task fully learnable.

B. Feature Importance Analysis

Feature importance scores from the Random Forest model (mean decrease in impurity) reveal the following ranking:
 Password Length — 48.5% — most predictive feature.
* Char Class Count — 15.7% — captures use of mixed character types.
* Unique Char Count — 13.9% — reflects password diversity beyond simple length.
» Uppercase Ratio — 10.0% — presence of uppercase letters is a strong strength indicator.
+ Shannon Entropy — 8.8% — information-theoretic unpredictability of character distribution.
* Digit Ratio — 2.8% — inclusion of numeric characters contributes moderately.
* Special Char Ratio — 0.3% — minimal contribution, as labels are primarily length and class driven.
Password length is by far the dominant predictor (48.5%), followed by character class count (15.7%) and unique character
count (13.9%), while entropy contributes a smaller but meaningful signal (8.8%). This aligns with the dataset's labeling
methodology, which is primarily length and character-class driven.

C. Error Analysis

Misclassifications occur predominantly at the Weak/Medium boundary. Analysis of misclassified instances reveals passwords
that satisfy entropy thresholds through repetition of a small character set (e.g., '‘aaabbbccc111") — these are technically moderate
in entropy but highly susceptible to targeted attacks. This suggests a limitation of entropy-only labeling and motivates the
inclusion of resistance-to-guessing metrics (e.g., PCFG probability) in future label generation schemes.

VII. PRACTICAL IMPLICATIONS

The results of this study have direct relevance for practitioners designing authentication systems:
» Real-time strength meters: The trained model processes a single password in under 1ms, making it suitable for real-time
feedback during account registration.
* Policy enforcement: Feature importance scores can directly inform password policy rules — emphasizing entropy and length
over arbitrary complexity requirements aligned with modern NIST guidance.
» Security auditing: Organizations can apply the classifier to existing credential databases to identify at-risk accounts for
proactive remediation.
» User education: Visualizing which features make a password weak provides more actionable feedback than a generic 'too
weak' message.

VI LIMITATIONS AND FUTURE WORK

This study has several limitations that present directions for future research. The dataset labels are derived from an entropy-
based heuristic rather than empirical cracking resistance measurements; future work should incorporate password-cracking
benchmarks (e.g., Hashcat runtimes) as ground-truth labels. Additionally, the feature set does not yet include semantic analysis
of password content (e.g., personal information substitution), which could improve detection of targeted-attack vulnerability.

Future extensions include: (1) multilingual password datasets to evaluate generalization across language-specific patterns; (2)
deep learning approaches (LSTM, Transformer-based encoders) applied directly to character sequences; (3) integration with
federated learning frameworks to enable model training across organizational datasets without exposing raw credentials.

IX. CONCLUSION

This paper presented a comprehensive machine learning-based framework for password strength analysis trained on a large
labeled dataset of 669,640 real passwords. All evaluated classifiers achieved 100.0% classification accuracy, with Password
Length (48.5%) and Character Class Count (15.7%) identified as the dominant predictive features, reflecting the deterministic
nature of the dataset's labeling scheme. The findings confirm that when strength labels are derived from deterministic rules based
on structural password features, ML models can perfectly reconstruct those rules. This validates the feature engineering pipeline
and highlights the importance of using empirically-derived labels for more generalizable models. As password-based
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authentication remains dominant in the near term, tools that intelligently guide users toward stronger credentials represent a high-
impact intervention in the cybersecurity landscape.
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